CHURCH LAWFORD PARISH COUNCIL
Data Protection Policy
The General Data Protection Regulation (“GDPR”) took effect in the UK from 25 May 2018. Local councils and parish meetings must comply with its requirements, just like any other organisation. The GDPR requires councils and parish meetings to appoint a Data Controller, who, in our case, will be the clerk of the parish council. The Information Commissioner’s Office (“ICO”) will still be the regulator in charge of data protection and privacy issues. The GDPR places a much greater emphasis on transparency, openness and the documents you need to keep in order to show that you are complying with the legislation. This is incorporated within the idea of "accountability".  
Church Lawford Parish Council have carried out a data audit to assess how much personal data is stored and processed around the local community.  Personal data is any information about a living individual which allows them to be identified from that data (for example a name, photographs, videos, email address, or address). Identification can be by the personal data alone or in conjunction with any other personal data. Details of the data held and processed can be found in the “data audit” and “data processing” documents. 

Church Lawford Parish Council is a public authority and has certain powers and obligations. Most of personal data processed is for compliance with a legal obligation which includes the discharge of the council’s statutory functions and powers. Sometimes when exercising these powers or duties it is necessary to process personal data of residents or people using the council’s services. We may process personal data if it is necessary for the performance of a contract, or to take steps to enter into a contract. An example of this would be processing data in connection with the acceptance of an allotment garden tenancy.  Sometimes the use of their personal data requires the individual's  consent, and we will first obtain consent to that use.
 Church Lawford Parish Council  are required by the GDPR to produce two types of Privacy Notice: one for residents (a ‘General Privacy Notice’) and one for staff, councillors and other role holders . A privacy notice is a notice from a data controller to a data subject describing how personal data will be used and what rights the data subject has. A copy of the general privacy notice will be placed on our website (www.churchlawfordpc.co.uk) and issued to individuals as and when necessary.  The one for staff and councillors will be directly issued to them.Under the GDPR, privacy notices must now contain more information, be more transparent, use clear and plain language, and must be easily accessible. The privacy notices will be reviewed when the data protection policy is, which will be every two years, or sooner if the need arises.
If the Council wish to use anyone's personal data for a new purpose, not covered by this Privacy Policy, then we will provide you with a Privacy Notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions. Where and whenever necessary, we will seek the indivdual's prior consent to the new processing. If an elected member of the council, for example a councillor needs to access information to help carryout their duties, this is acceptable. They are only able to access as much information as necessary and it should only be used for that specific purpose. If for instance someone has made a complaint about overhanging bushes in a garden, a councillor may access an address and telephone number of the personwho has made the complaint so they can help with the enquiry. They can only do this providing they represent the area that the subject lives in. However, before they access any sensitive informationabout a person, they would need consent to do this from the Parish Clerk. Data should never be used for political reasons unless the data subjects have consented.
Our Data Controller maintains the required record of processing activities, which is updated every year, or sooner if significant changes occur before that. The GDPR sets out six lawful bases for processing data. Unless an exemption applies, at least one of these will apply in all cases. It is possible for more than one to apply at the same time. One of the new requirements for Privacy Notices is that we must set out in the Privacy Notice which Lawful basis we are are relying on. For most councils, the relevant ones will be: 
1 – Consent (but not for staff, councillors and other role holders)
2 – Compliance with a legal obligation (which includes performance of statutory obligations)
3 – Contractual necessity (for example with contractors), etc. 
Slightly different lawful bases apply in each of the  Privacy Notices as some  only apply to staff, councillors and other role holders. Where processing personal data is based on consent, the council must be able to evidence the consent. Any personal data we hold about an individuals must be: 

• Used lawfully, fairly and in a transparent way. 

• Collected only for valid purposes that we have clearly explained and not used in any way that is incompatible with those purposes. 

• Relevant to the purposes we have informed the individuals about and limited only to those purposes. 

• Accurate and kept up to date. 

• Kept only as long as necessary for the purposes we have informed individuals about. 

• Kept and destroyed securely including ensuring that appropriate technical and security measures are in place to protect personal data from loss, misuse, unauthorised access and disclosure.  
We will keep some records permanently if we are legally required to do so. We may keep some other records for an extended period of time. For example, it is currently best practice to keep financial records for a minimum period of 8 years to support HMRC audits or provide tax information. We may have legal obligations to retain some data in connection with our statutory obligations as a public authority. The council is permitted to retain data in order to defend or pursue claims. In some cases the law imposes a time limit for such claims (for example 3 years for personal injury claims or 6 years for contract claims). We will retain some personal data for this purpose as long as we believe it is necessary to be able to defend or pursue a claim. In general, we will endeavour to keep data only for as long as we need it. This means that we will delete it when it is no longer needed. 
When exercising any of the rights listed below, in order to process a request, we may need to verify the identity of the individual for security reasons. In such cases we will need  proof of identity before the individual can exercise these rights. 

• The right to access personal data we hold on the individual as well as why we have that personal data, who has access to the personal data and where we obtained the personal data from. Once we have received a request we will respond within one month. There are no fees or charges for the first request but additional requests for the same personal data or requests which are manifestly unfounded or excessive may be subject to an administrative fee.  

• The right to correct and update the personal data we hold on an individuals

• The right to have personal data erased. When we receive such a request, we will confirm whether the personal data has been deleted or the reason why it cannot be deleted (for example because we need it for to comply with a legal obligation). 

• The right to object to processing of your personal data or to restrict it to certain purposes only.  Upon receiving a request, we will contact the individual and let them know if we are able to comply or if we have a legal obligation to continue to process their data. 

• The right to data portability.  Where feasible we will transfer the data to another data controller within one month 

• The right to withdraw consent to the processing at any time for any processing of data to which consent was obtained. 

• The right to lodge a complaint with the Information Commissioner’s Office. 

The GDPR places a greater emphasis on the importance of safeguarding personal data and reporting any data breaches.  It defines a personal data breach as a “breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data transmitted, stored or otherwise processed”.  Data Controllers must report data breaches to the ICO if it is likely to result to a risk to the rights and freedom of an individual.  This must occur without ‘undue delay’, and where possible no later than 72 hours after having become aware of the breach.  Furthermore, the data controller must keep an internal record of any data breaches.
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